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Bomb Threat Response:

One College’s Continuing Journey

Disclaimer

Bomb threats can have long-lasting impacts on everyone
involved. Responding to bomb threats should be part of your
emergency planning and testing, including constant updating of
your procedures based on best practices and lessons learned from
real world incidents.

All materials in this presentation should be considered advisory
in nature. What worked at one institution of higher education
may not work at your institution. You should always consult with
your governing body, leadership, local authorities and
community partners, and legal counsel before initiating a new, or
revising an existing policy or procedure.
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Heartland Community College

Located in central Illinois community of Bloomington-Normal, IL.

One of three institutions of higher education in the twin-cities.

Serves all or parts of seven counties with a district population of 230,000 people.

Three campuses, all located along I-55 spread out by 80 miles.

4,500 Credit students (Fall 2024)

9,670 Continuing Education and Adult Education students.

795 employees (all categories)

Main campus, (Normal) 14 buildings plus the Corn Crib Stadium,
(Normal Readiness Center/ING located on campus)

10 Athletic Teams, plus E-sports

In-house Public Safety staff
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Why do people use bombs?

= Prominence in media

= Bringing attention to a cause
= Availability of manufacturing instructions

= Availability of explosive precursor materials
= Little cost to make devices
= Little expertise needed
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Are bomb threats still
happening?
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January to February 2022
* HBCUs receive 50+ bomb threats

Feb 8 to March 2, 2022
* HBCUs receive an additional 19 bomb threats

June 7 to November 2022
* 250 threats to Colleges and Universities nationwide
* 7 additional threats to HBCUs
* 100 High Schools received threats
* 2 Junior High Schools received threats
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EXPLOSION INCIDENTS
2019-23
(BATS AND TRIPWIRE COMBINED FOR 2021-23)

[U) Figure 1. BATS Explosion Incidents, 2019-23
BATS and TRIPwire (€ 2021-23)

© 2023 Explasive Incident Report (EIR), Bomb Data Center, C) and Security Agency, Washington, D.C., June 2024
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Bombings by State CY2023
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© 2023 Explosive Incident Report (EIR), United States Bomb Data Center, Cybersecurity and Infrastructure Security Agency, Washington, D.C., June 2024
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Suspicious Package Trends
(BATS and TRIPwire Combined for 2021-23)
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(U} Figure 17. BATS Suspicious/Unattended Packages, 2019-23
BATS and TRIPwire (CYs 2021-23)

© 2023 Explosive Incident Report (EIR), United States Bomb Data Center, Cybersecurity and Infrastructure Security Agency, Washington, D.C., June 2024
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Type 2022 2023  Difference

Book Bag / Purse 811 1,007 196

Cargo (commercial) 54 34 |¥ -20

Letter / Envelope 97 182 85

Luggage / Briefcase 1,883 2,041 |fp 158

Other 844 900 [4fh 56

Package / Parcel 798 794 | -4

Person 33 64 & 31

Powder (Without Envelope) 45 36 ¥ -9
Container 782 961 Ah 179

Under Investigation 1 o [& 1

Vehicle 127 06 | 79

Not Identified 92 59 |@ -33

(U) Figure 18. BATS Suspicious/Unattended Package Incident Types, 2023
Source: BATS and TRIPwire
© 2023 Explosive Incident Report (EIR), United Stat 3 and Security Agency, Washington, D.C,, June 2024

Bomb Threats by Target
1300 ﬂ

(U) Figure 20. BATS Bomb Threats by Target - 2023
Source: BATS and TRIPwire

© 2023 Explosive Incident Report (EIR), United States Bomb Data Center, Cybersecurity and Infrastructure Security Agency, Washington, D.C., June 2024
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BOMB THREATS
2019-23
(BATS AND TRIPWIRE COMBINED FOR 2021-23)

@

(U) Figure 19. BATS Bomb Threats, 2019-23
Source: BATS and TRIPwire (CYs 2021-23)

© 2023 Explosive Incident Report (EIR), United States Bomb Data Center, Cybersecurity and Infrastructure Security Agency, Washington, D.C., J
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plan and search team?
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Why does Heartland College
have a bomb threat response
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Bomb Threat Search Team Timeline;
2010 to present

2010 2011 2013

HCC receives
Bomb Threat

HCC develops

Sy first BTST

Services Analyst

2015

HCC hires HCC conducts
TTX on Bomb

Threat

Bomb Threat Search Team Timeline;
D 2010 to present

2015 2017 2023

2022
HCCadds HCC adds HCC adds

Operational Telephone HCC goes to in-
Guide to EOP for Bomb Threat house DPS staff
Bomb Threats Training

materials to
employee portal

2024

HCC trains DPS
staff for BTST
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Don’t the police search for bombs?

« Searches by properly trained persons having familiarity with the facility
has the greatest chance of finding suspicious items.

Police and fire are not familiar with the facility and don't have the
resources to do a full search on their own.

* Explosive Ordinance Units (EOD/Bomb Squad) are few and far between,
and it can take at least an hour to arrive with their equipment.

* EOD units often will not respond until after a suspected device is located.
Explosive bomb d ion K-9s are ilable, but it will be at least one
hour before they can arrive, and police K-9s are only useful for a short
period of time.

—_——
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Heartland’s BTST Training
Process

Bomb Threat Search Team Training

eBomb Threat Response and Searches

*Response to Bombing Incidents

ePractical Training Exercises
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NEW MEXICO
TECH

NEW MEXICO TECH

TIC MATERIALS R H AND TESTING CENTER
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SIMPCE (IED Components)

it ater

The IED is only limited by the imagination

of the bomber!

¥ FEMA
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BOMB THREAT SEARCH PROCESS-GENERAL
SEARCH PROCEDURE Yyt

BOMB
THREAT

Emargency Phone Numbers

{£) Suspicious or Unattended?

OFFICE FOR BOMEING PREVENTION

Criminals or terrorists sometimes conceal
improvised explosive devices (IEDs) in
backpacks, suitcases, or common items.

P s [ o

If an item is suspicious you should:

R the ofa Explosive Device
Incicators can be reated 1 % Characersics, ewdis, eation, o e,
IncRung whathee 3 fam is Hoen, ODAOLSY SUSPEICS, Or ! Typieal (0T).

Avoid the Area
Instead,
o meve away imimediaiel.
Isolate the Suspected Item
Use orta and
o cova s vt wos parscedl ot ecuigmont
'\\ Notify Appropriate Emergency Services
Q) Describe the Suspicious tems and persons. the person’s Actions, the Locaion of the
itam, s 1 iscowry a0 Your achons ™
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BUMB THRER
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: i Sheflerin- | Prefemed
Threat Evacualion
ane

Pipe Bomb 5bs 711109kt | #2001t
Brefcase Suitase s0s 151-18491t
i, Car 5001t 3211899 ft
. SUVNan 10005 40290 1
‘ Small Delivery Truck 4000 s 54137991t | &
BERMME CovanerWaerTuk | 10000ms 86150091 | 451001t
WG s s0000is 1siazsett | 3001t
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ﬁo Questions
p .|
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For Additional Information

Keith A. Gehrand
Assistant Director,

Public Safety — Emergency Management
Heartland Community College
1500 W. Raab Road
Normal, IL 61761

Keith.Gehrand@heartland.edu
309-268-8454
www.heartland.edu/publicsafety
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